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TECHNOLOGY USE POLICY

1. PURPOSE 


The purpose of this Policy is to provide guidance, direction and control to the provision 
and use of all technology associated with the information systems utilized by the City of  
Cherryville.  All technology resources owned by the City are in place to enable the City 
to provide its services in a timely and efficient manner. Therefore, any activity or action 
that interferes with this purpose is prohibited. Because technology systems are constantly 
evolving, the City requires its employees to use a common sense approach to the rules set 
forth below, complying not only with the letter, but also the spirit, of this policy.

An employee is representing the City at all times when using City technology. This 
includes the use of computers, fax machines, email, internet and other communication.  
Use the same good judgment in all technology resource use that you would for written 
correspondence or in determining appropriate conduct.

2. HARDWARE PURCHASES 


All computer hardware purchases must be approved by the appropriate department head 
and must be included in the purchasing department’s budget. All hardware must be 
determined to be compatible with the City’s computer network system before it is 
purchased. Contact the City Clerk prior to any anticipated computer technology 
purchases. 

3. SOFTWARE 


a) Illegal Copying 


The City prohibits illegal copying of software and the violation of software licenses 
and other copyrighted materials. Users are responsible for complying with copyright 
law and applicable licenses that apply to software, files, graphics, documents, messages 
and other material downloaded or copied.

b) Loading Software 


    Do not load any unknown software, including shareware, freeware, personal software, 
 
    browser “plug-ins” or other internet-distributed programs, without determining the 
 
    effect of the software on the City network. 


4. USE OF NETWORK 


The City’s Computer Network is intended to facilitate communication and assist Users in   
performing work for the City. Users are responsible for the professional, ethical and 
lawful use of the Computer Network at all times. Examples of unacceptable uses include:

a) Displaying or transmitting images, cartoons, jokes or other communications that 
 
    violate the City’s policy against harassment on the basis of race, color, gender, 
 
 
    religion, national origin, age, or disability; 


b) Placing the City’s Computer Network at risk of security breaches. 


c) Altering any file without the express permission of the author; 


5. VIRUS PROTECTION 


All computers within the City network must have updated virus protection software 
   
approved by the City.  


6. NETWORK SECURITY 


Users should exercise caution in sending confidential or sensitive information over the 
 
Internet or the City’s e-mail system. Messages sent over the internet may be  
  
    
intercepted. Messages sent by e-mail may be passed along indefinitely without the 
 
sender’s knowledge.

7. PHYSICAL SECURITY 


The use of passwords is the best defense against access of City technology and should be 
employed by all users. Passwords should not be shared with others. 

8. NO EXPECTATION OF PRIVACY 


a) All technology resources and all information transmitted by, received from, or 
 
    
    stored on City systems are the property of the City and as such, are subject to 
 
  
    inspection by City officials as authorized by the City Manager. The City reserves the 
 
    right for business purposes to enter, review and monitor the information on all systems 
 
    without advance notice. Users should have no expectation of privacy regarding e-mail 
 
    or anything else created, stored, sent or received using the City’s Computer Network. 
 
    The use of passwords or designation as “confidential” or “private” does not alter this 
 
    policy. Nothing in this policy is intended to preclude the City from asserting attorney-
 
    client privilege or work product protection. Further, nothing in this policy is intended t
 
    to violate any right to privacy that may be protected by federal or state law (i.e. files 
 
    containing social security numbers or privileged personnel information). Employees 
 
    are strictly prohibited from accessing or attempting to access confidential information 
 
    (like files containing social security numbers) or information not related to their job 
 
    functions. 


b) Employees should be aware that, even when a message is erased or a visit to a web site 
     is closed; it is still possible to recreate the message or locate the web site.

9. PUBLIC RECORDS 


Documents created, stored, sent or received using the City’s Computer Network may 
constitute public records. North Carolina law determines whether a document constitutes 
a public record. Nothing in this policy shall be deemed to invalidate any exception to the 
public records laws, or to imply that all documents created, stored, sent or received using 
the city’s Computer Network constitute public records. 


10. USE OF INTERNET 


Even innocuous search requests may lead to sites with highly offensive content. 
However, intentional access of any sexually explicit material will not be tolerated. 
Sexually explicit material may not be archived, stored, distributed, edited or recorded 
using the City Network or computing resources. 


11. USE OF E-MAIL 


a) When sending or forwarding e-mail all employees shall identify themselves clearly and 
    accurately. 


b) Unacceptable uses: 


       i) Sending or receiving documents in violation of copyright or other laws 


      ii) Knowingly opening mail not directed to you 


     iii) Soliciting for commercial ventures, religious or political causes 


     iv) Displaying or transmitting images, cartoons, jokes or other communications that 
  
          violate the City’s policy against harassment on the basis of race, color, sex, 
 
  
          religion, national origin, age or disability 


c) Do not open any suspicious files, including unexpected files or files from an unknown 
 
    or unfamiliar sender. Use judgment in determining whether a file should be opened, 
 
    saved to your computer before opening, or deleted unopened.

12. PERSONAL USE OF CITY EQUIPMENT

a) Personal use of the City Network is limited to reasonable and appropriate use. 


b) Occasional personal use of the Computer Network is permitted if it does not: 

       i) Interfere with the User’s work or anyone else’s work at the City 


      ii) Have a detrimental effect on the Computer Network’s performance 


     iii) Incur any cost to the City 


     iv) Result in loss of work time  


      v) Violate or infringe on the right of any other person or entity 


     vi) Constitute a criminal offense or give rise to civil liability; or 


    vii) Violate any City policy or regulation. 


c) Prohibited uses 


      i) Online auctions for personal purchases or sales 


     ii) Any use that would reflect negatively on the City or its employees 


    iii) Playing games or engaging in on-line gambling. 


    iv) Visiting social networking sites (such as Facebook, MySpace or Twitter) for personal 
 
          use during business hours is prohibited. With permission from your supervisor, you 
 
          may access these websites if you are representing the City in its efforts to be more 
 
          accessible to the citizens of Cherryville or to promote an officially sanctioned event of 

          the City. 


    vii) Accessing, displaying, and/or transmitting sexually explicit material 


13. CHANGES TO POLICY 


The City reserves the right to update or change this policy at any time. 


14. EMPLOYEE ACKNOWLEDGEMENT OF UNDERSTANDING 


I have read and agree to comply with the terms of the Technology Use Policy governing the 
use of the City of Cherryville’s computer network. I understand that violation of this policy 
may result in disciplinary action, including dismissal, or even criminal prosecution. 


Printed Employee Name________________________________ 


Signature____________________________________________ 


Date________________________________________________ 


Department __________________________________________

